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Abstract

Fault Tree Analysis (FTA) is a methodology for
modeling and analyzing complex systems for
root cause analysis and probabilistic measures of
safety, reliability and risk. As might be expected,
FTA of large complex systems quite often results
in very large complex fault trees. Occasionally
some fault tree models are too large to be
successfully evaluated by a fault tree code (i.e.,
computer program). In this case the analyst has
essentialy “run out of computer”, that is his
computer is unable to generate the Cut Sets for
the fault tree. What does the FTA anayst do in
this situation? There are various causes for this
problem, and methods for resolving them, all of
which are described in this paper.

Acronyms
For purposes of brevity the following acronyms

and abbreviations will be used throughout this

paper:

FT - Fault Tree

FTA - Fault Tree Analysis
Cs - Cut Set

MinCS - Minimum CS

DupCS - Duplicate CS

SupCS - Super CS

MOE - Multiple Occurring Event
MOB - Multiple Occurring Branch

Overview

FT computer codes have a FT Solver, whose
basic god is to generate al of the MinCS's for
the FT. However, in order to do this, the FT
Solver often has to reduce and eliminate many
non-MinCS's until only the MinCS's are left.
For reasons discussed below, this often becomes
too large and difficult a task for the FT Solver,
and the program crashes.

This paper deals with Tree Pruning methods for
solving FT's that are too large/complex for the
computer to solve. The theory behind pruning is
to reduce the number of CS's, thereby making
thejob simpler for the FT solver.

Figure 1 demonstrates the basic theory in FT
pruning or reduction. Figure la represents a FT
consisting of all OR gatesthat has 10CS'sand is
(hypothetically) too large for the computerized
FT program. By eliminating or pruning some

branches, shown by the dotted ovals, the number
of CS has been reduced to 5, as shown in Figure
1b. The objective is to judiciously prune without
adversely affecting the final computational
results. In this example the FT has been
manually reduced in size, and it is now solvable
by the computer.

Figure 1la— Full Fault Tree

CSrota =5

Figure 1b — Pruned Fault Tree

Definitions

The following definitions are provided to help

understand some of the important concepts

involved in FT pruning:

1) Cut Set — A unique set of eventsthat
together cause the top event to occur.

2) MinCS—A CSwhereif oneelement is
removed, will no longer cause the top event
to occur.

3) DupCS—A repeated CS.

4) SupCS—A non-minimal CS (an element can
be removed and the top event will till
occur).

5) MOE - A repeated event that occursin more
than one placein the FT.

6) MOB — A repeated branch that occursin
more than one placein the FT. All events
within an MOB are effectively MOE's, thus
an MOB is asuper-MOE.

The Problem
FT computer codes are sometimes unable to
solve large and complex FT's, resulting in a
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computer or program crash, and an unsolved FT.
There can be many reasons why a FT Solver is
unableto solve aparticular FT.

Some of the more common causes for failure of
FT solversinclude:

TheFT istoolarge

The FT istoo complex

I nadequate computer resources

Inadequate FT program/algorithm
Combinations of the above

gD

Most FT analysts have experienced al of these
causes at one time or another. Item 3, inadequate
computer resources refers to the situation when
the user's computer just does not have enough
horsepower to solve the FT. That is, the
computer's processor is too dow, or the
computer has inadequate memory. Item 4 refers
to a computer program designed to solve FT's,
but the program’ s algorithm design is inadequate
for large FT's. This can happen even with
expensive commercia FT Solvers. With large
complex FT'sit is difficult to solve FT' s strictly
through Boolean algebra, and it therefore
becomes necessary to resort to various reduction
algorithms. Unfortunately most algorithms have
abreaking point.

The fact that FT's quite easily, and quite often
become very large and complex is the primary
cause of failure for most FT Solvers. What large
and complex really means is that there are too
Many CS's for the computer to resolve. This is
because complex FT's have a large number of
non-minimal CS's, and the non-MinCS's must
be crunched by the computer in order to
eventually produce only minCS's. The tree
probability calculation is generated from the
MinCSs only, therefore, DupCS's and SupCS's
must be removed.

FT's can become large and complex for severa
basic reasons. First, the system being analyzed is
large and complex, and this factor directly
trandates into the FT. Second, CS complexity
and growth generdly results from Multiple
Occurring Events (MOE) and Multiple
Occurring Branches (MOB) in the FT. MOE's
and MOB'’s both increase FT size, complexity
and the total number of CS's. Third, multi-phase
fault trees dignificantly drives up the tota
number of CS'sinaFT.

In genera, FT's grow in size and complexity
from the following causes:

- OR gates - increases quantity of CS's

- AND gates - increases order of CS's

- MOEs - increases quantity of CS's and
generate DupCS's

- MOBs - increases quantity of CS's and
generate DupCS'sand SupCS's

The Solution
There are severa possible solutions for reducing
alarge quantity of CS'sto only MinCS's.
- CS Truncation (pruning)
- FT Reduction (pruning)
- Increase computer capacity
- Improve FT code
- Use smulation rather than anaytica
approach

Each of these possible solutions has merit,
except that FT pruning is generally the only
option within direct control of the analyst. He is
usualy provided with a computer and afault tree
program. If they are not able to solve his FT, he
must then resort to FT pruning.

There are two basic methods of FT pruning:
1. Truncation by probability or order
2. Reduction by functionality

Truncation refers to eliminating CS's based on
CS probability and/or CS order. Very small
probability CS's can be removed because they do
not add significantly to the total tree probability.
High order CS's (e.g., six input AND gate) can
be removed, because in theory they would result
in a smal probability. Of course care must be
taken to ensure the probabilities are relatively
small, and they would in total not add up to a
significant value. This method of truncation of
course does have an impact on the total tree
probability.

FT Reduction refers to eliminating tree nodes
and branches based on tree dtructure
functionality. Tree structures with MOE’s and
MOB'’s generate DupCS's and SupCS's. Certain
MOE/MOB patterns in the tree structure alow
for pruning of some MOE'sand MOB'’s prior to
computation. This in effect eiminates the
DupCSsand SupCS's for the computer. The
non-MinCS's would have to be removed
anyway. This method of truncation does not have
an impact on thetotal tree probability.

Removing select MOE/MOB’s from the FT
calculation can provide a great return on effort.
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MOB'’s are responsible for creating a significant
quantity of DupCS's and Sup’'s, which would
have to be removed by the FT Solver. The larger
the MOB subtree, the greater the proliferation of
DupCSs and Sup's. Therefore, manud
preprocessing the removal of these nodes from
the FT calculation makes the job easier for the
FT Solver.

In order to perform FT Reduction it is necessary
to understand how non-minimal CS'sare
created. Figure 2 demonstrates how DupCS's
and SupCS are derived from aFT. In this
example, asimple MOB consisting of two events
generates two additional non-MinCS's. These
non-MinCS' s must be removed to obtain the
necessary MinCS's. If the number of failure
nodes below MOB X1 were larger, there would
also be many more non-MinCS's.

Thefollowing laws of Boolean Algebraare the
basisfor reducing and eliminating non-MinCS's
1) A+A=A
2) Ae A=A
3) A+AeB=A
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Figure 2 —FT With DupCS and SupCS

FT MOE/MOB Reduction Patterns
Thefollowing six cases help develop some
generalized rulesthat can be used in pruning
MOE'sand MOB'sfrom aFT.

Casel Case 2 Case3
+ + + + + +
1] ] EXER ] 1[I ][e] 4~
CAle ] Ll | CAED CElledds| (AG]  [El
[t .5 [ B . T st N 5
All OR gatesto Top on both OR gatesto top on both sides, OR gatesto top on left side, right
sides. except AND gate immediately sideis OR gates, except AND
abovetheright side MOB. gate higher above Right MOB.
CS={A,B,C,D,E, A F}
={A,B,C,D,E, F} CS={A,B,C,D,E AF} CS={A,B,C,D,EA,EF}
={A,B,C,D, E} ={A,B,C,D,EF}
A+A=A
A+ AsF=A A+ AeE = A
Rule: Delete either one of the Rule: Deletesubtree from AND Rule: Delete MOB below the
MOB's. gate down onright side. AND gate onright side.
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OR to top on both sides, AND
directly at thetop.

CS={AD,AE AA AF

B.D,B.E,BA,BF,
CD,CE,CA,CF}

CDEAR
CS={ADER

AII AND on right side, OR gates
on left side, AND gate at top.

CS={AD.EAF, BD.EAF,

AND gateson al right MOB
branch, except top.

CS={A,B,C,D.EAF}
CS={A, B, C}

={A, A +DeEeAeF = A
B.D, B.E, B.F, AeDeEe Aol = AeDefEo[
CD,CE,CF AeDeEe[ + BeDeEe Ao =
AeDeEe[
AeA =A
A+ AeD =A

Rule: Unable to delete either
MOB. Resulting CS'swould not
produce CSA.

Rule: Can delete entireleft side
of top AND gate.

Rule: Can delete entireright side
of top OR gate.

Each of these cases provides a proof on why and
how certain MOE/M OB patterns allow for the
removal of the MOE/MOB from thetree prior to
CSresolution.

The following generalized Rules for FT pruning
by MOE/MOB reduction have been established:

1)

2)

3)

4)

5)

6)

If dl OR gates between MOB'’s and top,
then delete either MOB.

If thetop isan AND gate, with OR gates
directly below on both sides, then an MOB
cannot be deleted without restructuring the
tree.

If one MOB branchisal AND gates except
for the top, then completely delete that entire
branch.

If one MOB branchisall AND gates,
including the top, then delete the entire
opposite branch into the AND gate.

If one MOB has an AND gate immediately
aboveit, then an OR gate, then the entire
AND gate branch can be deleted.

If one MOB has an AND gate higher above
it, then delete that MOB.

The six cases above used a single node as proof
for an entire MOB. Isthisvalid even with nodes
and subtrees below the MOB? Figure 3
demonstrates that thisis acceptable by re-
analyzing Case 1 with events below the MOB.

+ x
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Figure 3 — Reduction with MOB Events

CS={A1,A2 B,C,D.EALF, D.EA2F}
CS={A1,A2 B,C}

Al+DeEeAleF=Al
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Conclusion

FT Pruning is a viable solution for solving FT's
that are too large and complex for a computer
program to solve. Pruning techniques can be
incorporated into the computer program, or they
can be applied manuadly prior to computer
resolution of the FT. So, when you run out of
computer, you many have to resort to FT
pruning.

Removing nodes and branches from the FT (for
CS computation only) is a very serious business.
Some pruning methods can be performed
without any impact on the final CS solution and
the final quantitative number. However, other
pruning methods do have an impact. They
actually eliminate low probability CS's and
thereby affect the final probability calculation.
The trick is to do this judicioudy so that the
guantitative impact is numerically insignificant.
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