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History

51961 - FTA Concept by H Watson, Bell Telephone
L aboratories

1970 - Vesely - Kinetic Tree Theory

5 Importance measures - Birnbaum, Esary, Proschan, Fussel,
Vesely

5 Initiator/Enabler Theory - Lambert and Dunglinson
S FTA on PCswith GUI's

5 Automatic Fault Tree Construction

5 Binary Decision Diagrams
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Fault Tree Example

Fire protection

system fails
4} -+—— OR gate

[ |

Fire detection intermediate Water deluge

system fails e i e system fails

Q <—— AND gate z;

| 1 | |
quke Heat PUMp Nozzles
detection detection fails blocked

&

Gy -

Basic
event
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Exclusive OR Gate

Partial Loss
of Power

Power S
Fails Eails
/\|~
&
Partial Loss
of Power
Supply A Supply B Supply B
Fails Works Eails

Power
Supply A
Works
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House Events

Protection
Systems
Fall

O

No protection
from system A

0

System A
Fails

System
A Down for
Maintenance

No protection
from system B

(o

System
B Down for
Maintenance

System B
Fails
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Transter IN/OUT

System
Fallure

-

r

Operator not
Informed

o

Warning
Light
Fails

Power not
|solated

o

No

Alarm
Signal

Power
Trip
Fals

No
Alarm
Signal

10
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Tank
over-pressure
on pumping
operation

Pump Motor
operates too
long

o

Relay contacts K2
fails closed

(k2 D)

Relay K2
energized

Pressure
switch .

contacts
closed

Current
across
switch SI/K1
contacts
section

AN
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Current
across
switch S1/K 1
contacts
section

O

2

Switch
S1 closed

Relay K1
contacts closed

£

Relay K1
contacts fail
closed

GD

|
Relay K1
energized

Timer contacts
closed

TIM
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Minimal Cut Sets

5 Cut sets

o A list of failure events such that if they occur then so
does the top event.

s Minimal Cut Sets

e A list of minimal, necessary and sufficient conditions
for the occurrence of the top event.

5 Example ik

D
S -
3

S
OGED @D

16
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Qualitative Fault Tree Analysis

5 Need to identify the min cut sets whose occurrence is most
likely.
o Minimal Cut Set expression for the top event.
j Ve s RO DS S e LT

G RN

eg. T=A+BC+CD  arethe minimal cut sets

3 minimal Cut Sets

1 first order

2 second order
19
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Component Performance Characteristics

Typical History of a Repairable Component

A
STATE

L

>
TIME

Downtime Depends on
o Fallure detection time

o Availability of Maintenance team

i OBTAIN REPLACEMENT
|

1

°* REPAIR TIME INSTALLATION

o System Test Time

Performance indicators
Rate at which failures occur

M easure of expected up-time

26


Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


. e el
ST
ol S e T, e TR
'-_!.I"'\: -I$ o=
'-._:.a:ﬁ..rli'."l T L

S

. .
I 2 Ign
e E‘. Y
-

_..:-;.._ il

Pl
(o

- -I X -I l:- I-. : : ; ] ;
122 ': 5--':'-:I ._";:;:-':IE.:.
i e

- '.-.I.

e __.:-:i:f /o
1 L Ty
. BURN
T e L
--: -:-.E-.

-
o)
“um
L

[ :
. e .| I
S e 1 1

1 =, F, I
ok e e P e et
provided as a free



Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


SR
PP
i

i T ) .

-:“.«**gi,s ERiE

PRl BT e W PL AT FT e TR AE

Fi .ﬂ.--f“:;é; .:"E:E:"f&""'j 1-?'." ! J.'!-'*. r ﬁ;g_i'.‘

L

Lo o
1 _:- eE

G ke e e )
a ! {IH- ?t:,;-::'.-c:': 5 :-l"-::ll- .

ool
= /2

1
R T ;.":"_u',.--
:_":__ ~ i '.'; ~Fi11 |i'E--.1:,.'.'f:

- -I X -I l:- I-. : : ; ] ;
122 ': 5--':'-:I ._";:;:-':IE.:.
i e

- '.-.I.

A B
provided as a free



Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


Py B g e Ty L . -
..--:;:-i-l Conl I.' '|:::_| = e
] i H T i . '-=_

L

", "l
Jrard ]

e alany : s .,-5;-5 S
-l:;a.'f':"zﬁ-ﬂ-- :E' AT e ?{éﬁﬁﬁ-ﬁﬁ{ﬁﬁ:} 3
i LA bt T L : I
*"';fw;rf’”‘ e S

e e N1 Al T & 1A
i ainter

R

Al

- -I X -I l:- I-. : : ; ] ;
122 ': 5--':'-:I ._";:;:-':IE.:.
i e

- '.-.I.

. ‘ . e oy e . -.. b 5
T T e R R i A FE T
0 : . Ehaserd] P r R TR e 3
B P i J:-.\.g R
.- l,l l-

o W
3 :
o

Pt o = A
' .5:':;4!,":" 5y o
L b e -.I:h#"'-'- T L S e el T
I -.'ﬁa..!ltllu- i e s == bl YT A iR
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University



Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


Repairable Components

Failure/Repair Process

Component
Fails
ailure

Rate = I

Component
Repaired
Repair

Rate = u

1. Only one transition can occur in asmall period of time Dt.
2. Change between states is instantaneous.
3. Following repair components are as good as new.

30


Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


2. Revealed Failures - unscheduled maintenance

| - FAILURE RATE

n - REPAIR RATE

m- MEAN TIME TO FA
t - MEAN TIME TO RE

(D - UNAVAILABILITY
| i
oy ——(1- £

| +n

I t
AT STEADY STOEE = » |t
| +n m+t
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Top Event Probability

Top

Gate 2

o o
o GO @ GO

All basic event independent with prob 0.1

Gate 1

P(Gae1) =P(A).P(B)=0.01
P(Gae?2) =P(C).P(D) =001
And P(TOP) = P(Gate 1 OR Gate 2)
= P(Gate 1) + P(Gate 2) -
P(Gate 1) . P(Gate 2)
= 0.01 + 0.01 - 0.0001

=0.199
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Top

o
A

Gate 2 Gate 3

i i
0 &) D

all basic events are independent and
| AT R | I TR

36
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The minimal cut sets of the fault tree are:
A
B C
B D
T=A+BC+BD
Q4(D = P(T) = PA + BC +BD)

Using three terms of the inclusion-exclusion expansion gives:

=[P(A )+ P(BC) + P(BD)]
; ISTTERM
- [PABC )+ PABD )+ P@MBCD)]
: 2ND TERM
+[P(ABCD )]
=[0.1+0.01+0.01] - [0.001+ 0001+ 0.001]+[0.0001]
=[0.1F- [0.00] +[0.000]

=0.1171

37
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Convergence of Inclusion-Exclusion Expansion

N, N El
P =g PC)- g g PEC;CCH+
I=1 =2 Fl

+.- D% ', CC, C---CCx)

No
O
Q RARE EVEN’la P(C I)

-1
N, N k1
R (" = 5 (" \
Qower A PC)-a a PEC;CCYH
I=1 =2 Xl

N; - NO OF MIN CUT SETS
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Pump System Example

Component probabilities
Relay K1 contacts K1
Relay K2 contacts = K2

Pressure switch PRS
Timer relay TIM
Switch S1

Minimal Cut Sets

K2 Fo b
PRS: sk 2 gs
e fr i D s

PRSIV RO

SRS E s

TRARE
T L
L
A S
e

41
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| mportance Measures

5 Critical System State

For component | is a state of the remaining (n - 1)
components such that the failure of component | causes the
system to go from aworking to afalled state.

&5 Birnbaums Measure (15 )
The probability that the system i1sin acritical state for the

component. B svs

1 '”01
Iy, - Birnbaum importance measure for component |
Qgys - System unavailability

L - Component unavailability
43
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Fussell-Vesely Measure (1)

Probability of the union of all Minimal Cut Sets containing the
component given that the system has failed.

Example

System
Failure

it

o
S

&>

Or=0s=0-=0.1
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Minimal Cut Set Faillure Frequency

W¢ (D - UNCONDITIONAL FAILURE
OF CUT SET K
N - COMPONENTS IN MIN CUT ¢

N i\
We. =g W(D (O 0y
2 b

Example Min Cut Set 1 = ABC

We, =W, 0030 + Wia,0 + W, Oy
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Initiator/Enabler Theory

(D)

V aporiser
g/ Trip Loop 2
(©)
TripLoop 1
(A) |
Butane PUMP _<j Vent
Failure Modes: Pump Surge

(control system failure)
Trip Loop 1 failsto act
Trip Loop 2 failsto act

Vent Valve fallsto act

Vave
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High Pressure
at Vaporiser
Cail

i

High pres.
into vap.

High pres.

at vent
valve

High pres.
surge into
system

G

Trip Loop
2 fails

G

Vent valve
fallsto act

&

Trip loop
1 fails

39
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Conventional Approach

“’S ('l) - ‘vCl ('l)

4 ’4
(@)
=a W,00 o
F1 =1
nJ
= WalpQc ) + W30, 0.0, + W0, 030,
+ W, Q, 0,0,
=5.0075 10 % +2.5037 10°
+2.5037 10°+2.5037 10 °

=8.012° 10°

Expected number of failures over 10 years
87600
W (0,87600 = ($.012° 10 °D!
0
= 7.02

56


Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


The Window for Initiating Events

Critical System State

Occurrence of
ENABLING
events

Safety system
inactive

o ---—-‘—-

I

INITIATING
event
Initiating Events
Initiating events perturb system variables
and place a demand on control/protection
Systems to respond.
Enabling Events
Enabling events are inactive control/
Protection systems which permit initiating
Events to cause the top event.

o R A

B Time

0
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Not Logic

Noncoherent Fault Trees

Barlow - “A physical system would be guite
unusual (or poorly designed) if improving
the performance of a component (ie by
replacing afalled component by a
functioning component) catises the system
to deteriorate (ie change from a functioning
to afalled state)”

59
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Example

Min Cut Set ABC

|s not a coherent structure as

AB C ® SYSTEM FAILS
ABC ® SYSTEM WORKS

Coherent structure consist of only:

e AND gates
. OR gates
Noncoherent Structures
Are those which do not conform to the definition of a coherent structure
This occursif the NOT operator isused or implied
eg XOR

60


Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


> | }
-.':"-.-.--"' _.-' g

"f-":-: '.l

e .l r.

| -.'.-.-.-' ! . . .
i t-%'r.fu"#f TR S T T L

provided as a free serwce by www.fault-tree.net and Dr. John Andrews/Loughborough Unlver5|ty



Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


e " o 2"
e e L
b
T
XTI ;r,-:-=,:.-=;5:-v'!- 1,
I AC |

SR
| ';';r.;. -

.
i s
—ee s . -
L S e

- -I X -I l:- I-. : : ; ] ;
122 ': 5--':'-:I ._";:;:-':IE.:.
i e

- '.-.I.

Rt
3 -:1'-"".3- o

L i o Bl
gl ':' _. ol i _-' 1 'I'F.'.' e g

A T e e
provided as a ifree



Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


ey

:::.:. :-;'-;:-i 5 : :-:"l i
e e B 5 oy o = o

--_.-:.-E-:"_."_'-'-' vl 1L

{'E-? LR '-:..' S .I;t“ :
Bgae T

el P B
R
|;r"'_:-"

.
" 1 .
ST

e P
§ e B e e
el :f‘-!:-

o5

--.. l ; o
?I. :f.l.hrll':llr."

.-H'-"'._.'r ) :.:. '_.
::::-" & '.::'-."E _a'-
g
-

e

teh
)
.

St it
teid= e ':-I-":f i

e e e v e R T o ey e e T &
Pl T o e e e B P Eie
provided as a ifree



Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


Implicant Set is a combination of basic events (success or
failure) which produces the top event.

Prime Implicant Set is a combination of basic events
(success of failure) which is both necessary and sufficient to
cause the top event.

TOP = A CT D

What about €B

It is aprime implicant

64
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Lu

R ok D1
g |
| s
I | m T
{ CmBaalf

C >o—— D2

S
Supply
R -

=

R contacts

System Functions - on detecting gas

a) to alert the operator viaalamp
) to alert the operator viaasiren
C) to 1solate electrical ignition sources
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Leak detection

Falure of
Siren

System Fails
[ |
Failure of Failure to
eectrics

No signd
from Lu

)

e

Lu

No sgnd
from Lu

N

No signd
from
detectors

-

D1

D2

o

day
fals

R

No signd
from Lu

2\
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Operator alerted of spill (Siren and Lamp)
But electric circuits active
ey

Xg BHPT D e Xnmuﬁ) T

R+Lu+D1.D2

Failure of Failure of
Siren lamp

Failureto
isolate
electrics

=

3 -

|
No signal No signal Relay No signal
from Lu from Lu fails from Lu

S : L | R
|

No signal

from

Lu detectors

:

A\
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Problem areas in conventional
Fault Tree Analysis

5 Qualitative Analysis

For very large fault trees it may not be possible to produce
a complete list of minimal cut sets.

Solution

Evaluate only those minimal cut sets which have the most
significant contribution to system failure

 Order culling
« Probability or Frequency culling

Jd
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Binary Decision Diagrams
BDD’s

Developed over last 5 years.
Fault Tree - Good representation of
engineering fallurelogic

- Poor efficiency/accuracy in
mathematical calculations
BDD - Poor representation of
engineering failure logic

- Good efficiency/accuracy in
mathematical calculations.

Trade-off for improved efficiency/accuracy IS conversion
between FT ® BDD.

Minimal cut sets not required to perform quantification.
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Fault Tree-> B.D.D

1. Initially requires basic eventsin the fault tree to be

placed in an ordering.
2. Most common method -

* ITE(X1, 1, f2) means
If X1 fails
then consider f1
else consider 2

If-Then-Else Structure

JEoN

76
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Simple Conversion - ite method

Rules: G=ite(x, g1, g2), H=ite(y, hl, h2)
G*H=
If (x<y)=>ite(x, g1*H, g2*H)
if (x=y) =>ite (x, g1*h1, g2 *h2)

f*=AND =1*G=G, 0*G=0
If * =0OR =>1*G=1 0*G=G

77
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Fault Tree Structure

TOP EVENT

-

GATE 1 (G1)

B

® O

©

A =1te (A, 1, 0)
B =ite (B, 1, 0)
C=ite(C; 1,0)

78
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Simple Conversion cont...

Order A<B<C

GlI=A+B =iteA, 1 0) +iteB, 1, 0)
= ite(A, 1+ite(B, 1, 0), O+ite(B, 1, 0))
= ite(A, 1, ite(B, 1, 0)

TOP=G1.C =ite(A, 1,ite(B, 1, 0)).ite(C, 1, 0)
= ite(A, 1.ite(C, 1, 0), ite(B, 1, 0).ite(C, 1. 0))
= ite(A, ite(C, 1, 0), ite(B, L.ite(C, 1, 0),

0.ite(C, 1, 0)))
= ite(A, ite(C, 1, 0), ite(B, ite(C, 1, 0), 0))
i) {}

Root VVertex i 1 branch O -branch

79
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Resulting Diagram

@\

7 \O .
HE B
i
AC - .
BC 1}

(2],

Minimal Cut Sets :-

Failure events on
path to terminal 1

=
0]
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Top Event Probability from B.D.D

=> Probability of the sum of digoint paths through the bdd.

Disjoint Path - included in a path are the basic events that lie on
a 0 branch on the way to aterminal 1 vertex.

Basic Events lying on a O branch are denoted as)E, ie. ‘Not’ Xi

81
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Result of Different Ordering
Permutations

TOP

An Example Tree Structure @

= ©
a

(2) 05 () ()
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FAULT TREE CHARACTERISTICS

) 4

o
¥

EFFICIENT B.D.D VARIABLE
ORDERING
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Safety System Design
Considerations

*#* Redundancy and diversity levels
*» Component selection
»* Time interval between testing the system

*Choice of design not unrestricted

89
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System Analysis

<+ Fault Trees represent and quantify the system unavailability of each potential design
-+ House events used to construct a single fault tree representing the failure mode of EACH
design

Valve Failure

Fault tree | @ |

1 Valve No. 1 Valve No. 2 Valve No. 3

re p rese ntl n g sealle\(/:(tee doan d sealle\(/:(teed 0an d se?e\(/:(teed 0an d
. Fails Fails Fails
selection of
valve type | Q | Q | Q
Valve 1 Valve 2 Valve 3
1,2 Or 3 Iazle;/iles I?aviles I?::i(les
Valve No. Valve No. Valve No.
1 Fitted 2 Fitted 3 Fitted

i.e.
H3 =1

i.e. ie.
Hl1=1 H2 =1
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The Optimisation Problem

% System performance CANNOT be expressed as an explicit
objective function

< Most design variables are integer or Boolean
«» Constraints are of both implicit and explicit type

02
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High Integrity Protectio

n System

Sub-system 1 Sub-system 2
To® | | 600
XX XX XX
Master Wing ESDV1ESDV2 HIPS1 HIPS2
Designer Options Variable
s*No. ESD valves (0,1,2)? E
v No. HIPS valves (0,1,2)7? H
v No. PT’s each subsystem (0 to 4)? N4, N,
v No. PT'sto trip? Ky K;
v Type of valve? Vi, Vs,
v Typeof PT? P, P,

v MTI each subsystem (1 to 104 weeks)?

q11 q2
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Genetic Algorithms

Structure of the GA
Set up initial population

of strings
Loop
¢ Evaluate fitness of each
string
«» Selection - hiased
roul ette wheel

¢ Crossover/Mutation on
sel ected offspring

*One iteration of each loop
= generation

Selection
Biased roulette wheel

P, = 30.9%

p =49.20% N2~ A

individual fithess of
P - chromosome
[

total fitness of gene
pool

00
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Initialising a System Design

Total = 32 bits

96


Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


Evaluating Design Fitness

The fitness of each string comprises of four parts;

% Probability of system unavailability

v Penaty due to excess cost

v Pendty duetoexcessMDT

v Penalty due to excess spurious trip frequency

As asole fithess value;

Qus = Qqys +CP +MDTP + STFP

* = penalised probability of system unavailability

O
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Best Design’ s Characteristics

Subsys1 & 2 Tvype

% No. ESD/HIPS vaves 0 2 2
v No.PT’s 3 3 1
v No. PT’sto trip system 2 2
v M.T.L 23 57
s MDT 123 hours
v Cost 842 units
Spurioustrip 0.455
System 0.0011
Unavailability
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Diagram of The Deluge System

AFFF
~\ RINGMAIN
Leited—><—( }——>< FIREWATER
Jockey Pump RINGMAIN
S
Pressure |
Sensor
DeIL;L\gZF\'/:aIv D#:iil ‘ - fem
AFFF
(0 TO 4 Electric) AFFF PUMPS
Y
MAIN FIREWATER Water Deluge
PUMPS r-\_{jia[j -
(O to 4 Diesel) : —NJ Iadouzitlgr Strainer ’Q
open—vent
Eiltery—1P< Q > CV]
Diesl WaterClosingDELUGE
A w L BRAD)
tank TN\ PN\ Circuit
ReNE! G.A S Manual
alarm \3/ \Fk—/ Release
echanism
MAIN FIRE AND [T peEt e signal to
vent J "
Signal to GAS PANEL ignal on 2x Solenoid N = isolation Va'_VeS,
P umps % Trip e ] pressure relief
R L o

valves,
flow control valves
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o

&

SRS B S ST S T S o R

No.
No.
No.
No.
No.
No.

Design Variables of
Deluge System

of electric pumps firewater system (1 to4) — type E1to E5
of electric pumps AFFF system (1,2) —type E6, E7

of diesd pumps firewater system (1 to 4) —type D1 to D5
of diesd pumps AFFF system (1,2) —type 6, D7

of pressure sensors firewater ringmain (1 to 4)

of sensorstotrip

Type of pressure sensor

Type of water deluge vave

Type of afff deluge vave

Type of pipework

Maintenance interval for pump tests

Maintenance interval for pump and ringmain tests
Maintenance interval for full tests


Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University


r_l r ., :
e g e T
caA e
! ...l'ii-fn £ -l:; : i
7RI ';.-.’}’{p;jr. [t

o )
| |

o e Ll g Nt LI 3
T e
-' = 5s '.:-_-..-._ .-l 1 : o
fﬁ?::r,;;:::_;,? e UL !

-
e s

e r I o 1
Frnarl
r:}'-'-li- W ]

=

ih s..
-5.

T e O
.""'-j'r?:.-:'"?-:-::.'-
e Sy A

G

‘_dl

L H Ty s . : L

e b A1 Bt L A P

A e i-’--:.*.’ar!-'s:r L T

P e e el s L SR e B G
el B SO S LT | , : o e L] =y | R e P L 8 = L

provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University



Allen Long
provided as a free service by www.fault-tree.net and Dr. John Andrews/Loughborough University




